7/20/12020

Clearview Al withdraws technology but collection questions remain - The Lawyer's Daily

THE LAWYER’S DAILY

The Lawyer's Daily | 111 Gordon Baker Road, Suite 900 | Toronto, ON M2H 3R1 | www.thelawyersdaily.ca
Phone: (800) 668-6481 | Fax: (905) 479-3758 | John.Carson@lexisnexis.ca

Privacy Laws

Clearview Al withdraws technology but collection
questions remain

By David Young

(July 20, 2020, 1:27 PM EDT) -- Clearview AI, the American facial
recognition startup that has been embraced by police forces worldwide,
announced earlier this month that it was ceasing offering its app product
to Canadian law enforcement authorities.

Earlier this year, the federal Office of the Privacy Commissioner (OPC),
together with the commissioners in Quebec, Alberta and B.C., announced
an investigation into Clearview’s data collection practices — which involve
“scraping” photographs of individuals off the Internet and providing them,
together with other identifiable data, to police forces to aid in their
investigations.

David Young

However, Clearview did not say it would stop collecting images of
Canadians on the Internet, nor did it undertake to delete the records that it currently holds.

Clearview has stated that it has amassed a database of more than three billion photos across the
Internet. This database of photos enables users of the Clearview app to match a person to their
online photos and link back to the webpages where the photos were found.

Under Canada’s privacy laws, the legality of collecting such photographic data from the Internet,
even if posted ostensibly “publicly,” is clear — it is not permitted unless the individual whose image is
involved has consented to the collection. Limited exceptions apply such as when the intended uses
are journalistic, literary or artistic. A “public” posting such as on the Internet does not exempt the
collection from compliance requirements under the privacy laws. Those laws do contain a very limited
category of personal information that is exempted as “publicly available” — comprising essentially
telephone and professional directory information. However, outside of these categories, personal
information made available in a public context such as the Internet, or even on signs posted on
public streets, may only be collected by consent of the individual involved.

There certainly are many circumstances when it can be concluded that personal information available
online has been posted for purposes of sharing with and use by others, with the consent of the
persons involved. “Public” Friends postings on Facebook are an example. However, any “consent” of a
user of a Friends list likely does not extend to having their information collected and made use of for
commercial — or law enforcement — purposes.

So, scraping the Internet for photographic and other personal data by a private company such as
Clearview Al is likely illegal in Canada, as well as in other jurisdictions with comprehensive privacy
laws such as the European Union, the U.K. and Australia. Privacy regulators in some of these
jurisdictions have commenced investigations. However, it is not per se illegal in the U.S., which has
no comprehensive privacy law, and where police forces have embraced the technology. Consequently,
challenges to Clearview in that country have focused on breach of civil liberties and unauthorized law
enforcement surveillance.

The collection and use of Clearview’s facial recognition information by law enforcement in Canada is
another aspect of the Canadian commissioners’ investigations. Under our public sector privacy laws,
the collection of personal information by any public body, including law enforcement, while not
requiring consent, is only permitted if there is clear statutory authorization. Generally, law



7/20/2020 Clearview Al withdraws technology but collection questions remain - The Lawyer's Daily

enforcement authorities require a warrant or court order to obtain such data. However, in urgent
circumstances where the data is critical to an investigation, they may collect it without warrant or
court order.

Such collection of facial data likely is not authorized under any Canadian police legislation nor is it
understood that any warrant or court order has been obtained for such collection. The OPC has
announced a separate investigation into the RCMP’s use of the Clearview app.

Prior to withdrawing its app product from Canada, Clearview announced that it would enable
Canadians to “opt out” of being included in its search results. Apparently, to execute the opt-out,
Clearview requires an individual to submit their photo to the company, not simply their name.
Furthermore, Clearview will retain that photo in its files. What’s more, as noted, Clearview has not
committed to deleting existing facial data files of Canadian residents, nor to stop collecting such
data. So, Canadians’ facial data, including any photos submitted to opt out of search results, will
remain part of Clearview’s database.

The commissioners’ investigations should, among other conclusions, determine that the facial data of
Canadian residents held by Clearview was collected improperly and must be deleted, and that such
data collection going forward must cease. However, the ability of our regulators to enforce such
requirements against Clearview, as a foreign company, is another question. Unfortunately, the
international perception of our privacy laws appears to pale — in contrast, Clearview has agreed to
allow residents of the EU, the U.K. and California (which has just enacted a strong consumer privacy
law) to have their information deleted.

David Young is principal at David Young Law, a privacy and regulatory counsel practice in Toronto.
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