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Disclaimers

This presentation contains general information only and does not constitute legal advice. The opinions expressed are
those of the individual presenter. Qualified legal counsel should be consulted to assess the application of CASL to
specific facts. A qualified health professional should be consulted before eating canned meat. All trademarks are the
property of their respective owners. Further reproduction prohibited.
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Overview

« CASL Overview

« CASL Compliance Plan Overview
e  Conducting Inventory of CEMs

« Data Management Systems

e CEM Templates

«  Computer Program Compliance

e  Third Party Contracts

« CASL Compliance Policies
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CASL Overview
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Important Dates

o July 1, 2014: majority of CASL in force, except:

« January 15, 2015: computer program rules in force, and

e July 1, 2017: private right of action in force
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Commercial Electronic Messages

Electronic Messages Commercial Activity

e Email  Sale/lease of product/service

e Text / instant messages * Investment/business opportunity
 Social Media « Promote individual
» Requests for Consent!
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Express Consent

e Required info
 Purposes
 Name of requester
 Name of third party recipient
« Contact info
o Statement that consent can be withdrawn
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Express Consent

 Need separate consents for CEMs, data and programs
e« Can’t bundle

« Can'ttoggle

e Should send confirmation
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CASL Compliance Plan Overview
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CASL Compliance Plan Overview

“GETTING READY FOR CASL"
COMPLIANCE PLAN & TIMELINE
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CASL Compliance Plan Overview

1. Awareness (Week 1) - raise with senior management CASL-readiness
need and compliance deadlines

2. Committee (Week 1) - establish CASL-Readiness Committee to include
senior management responsible for marketing, customer, supplier and
public relations, privacy, legal compliance, risk management, human
resources and information technology

3. Initial General Assessment (Week 2) - determine generally how CASL

applies to the company’s operations and advertising & marketing activities
particularly
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CASL Compliance Plan Overview

4. |Initial CEM Assessment (Week 2) - review company’s electronic
communications to determine where CEMs are generated

5. Comprehensive Inventory of CEMs (Weeks 3 and 4) - complete
comprehensive inventory of all current contact lists to determine whether
consent is express, implied or CASL exception applies - to be updated
every 6 months; generally determine all the ways the company sends
CEMSs to various recipients

6. Keep Current List of CASL-Compliant Contacts (Week 4) - establish
procedure for maintaining list of recipients who gave implied consent (so
they can be upgraded to express consent, or removed if implied consent
expires) 20
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CASL Compliance Plan Overview

7. Data Management (Week 4) - develop robust database management
system to record, update and track all express and implied consents

8. Get Express Consents from Existing Contacts (Week 5) - upgrade
existing database of company’s customers, suppliers, partners etc. to
CASL-compliant express consents before July 1, 2014

9. Get Express Consents for New Contacts (Week 5) - devise ethical
means to obtain express consents from new company customers - e.g.,
opt-in express consent mechanism on company webpage
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CASL Compliance Plan Overview

10. Purge Contacts Not Compliant with CASL (Week 5) - scrub database
lists of CEM recipients where consent is required but cannot be obtained,;
develop protocols for evergreen scrubbing

11. Develop Templates for Complying with CEM Formalities (Week 6 and
7) - establish procedures and forms to ensure all CEMs the company
sends comply with formalities and that unsubscribe requests are
implemented without delay (maximum 10 days)

12. Ensure No Deceptive CEMs (Week 7) - establish procedures to ensure
CEMSs are not deceptive
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CASL Compliance Plan Overview

13. Computer Program Compliance (Week 8) - develop consents,
disclosures and notices to computer users about the installation of
computer programs to run the company’s products (if applicable to the
company)

14. Third Party Contracts (Week 8) - establish checklist and process to
review/revise contracts with third parties to require compliance with CASL;
ensure marketing lists from third party providers contain “representation &
warranty” that the list will be maintained in compliance with CASL; ensure
outsourced e-marketing company contracts are CASL compliant
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CASL Compliance Plan Overview

15. Due Diligence (Week 9) - establish due diligence procedures for
company’s directors, officers and employees including development of a
CASL policy and preparing to roll out an internal compliance training
program with monitoring and enforcement

16. Get CASL Policy (Weeks 9, 10 and 11) - establish and implement a
CASL-readiness and compliance policy (to fulfill due diligence obligations)

17. Update Privacy Policy (Week 12) - assess the company’s Privacy Policy
and update if necessary
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CASL Compliance Plan Overview

18. Insurance (Week 12) - consider and, if thought fit, obtain insurance for
liability arising from CASL violations

19. Internal Compliance Training Program (Weeks 13, 14 and 15) - develop
internal compliance guidelines and procedures, forms and policies, training
and operational controls

20. Education (Week 16) - train company’s personnel about CASL and
implement/monitor policies for compliance

21. Monitoring and Enforcement (Weeks 16 and 17) - establish procedures

for monitoring the company’s compliance and responding to violations i
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Conducting Inventory of CEMs
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Conducting Inventory of CEMs

* Inventory must be comprehensive

« Toinclude all types of CEMs sent

« Toinclude all current contact lists - customers, suppliers, business
partners, community relationships, donors and others

« To determine all the different ways the sender sends CEMSs to various
recipients
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Conducting Inventory of CEMs

« To determine whether a CASL exception applies
 And if not, whether consent may be implied

 And if not, how best to get CASL-compliant express consent - ideally
before July 1, 2014

« To determine whether CASL content requirements (i.e., disclosures and
unsubscribe mechanism) apply
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Conducting Inventory of CEMs

Conducting inventory of CEMs is not an easy or one-time task

 Requires well thought out organizational tools (e.g., from simple
spreadsheets to complex database software), people and systems to enter
and manage the data, and a coordinated internal communications plan
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Conducting Inventory of CEMs

 Requires creativity as CASL rules are complex and, in some instances,
open to interpretation in grey areas

May still result in CASL compliance solutions that are seen to be sub-
optimal from a marketing standpoint - in that they may be cumbersome
and expensive
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Conducting Inventory of CEMs

 Once inventory completed, it should be updated at least every six months

 Of course, sender must always respond promptly (i.e., within CASL'’s 10-
day period) to any unsubscribes
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Conducting Inventory of CEMs

Template for Inventory of CE re: Compliance
as of January &, 2014

Renewal Furposes

Date- and

Impact of Frescribed

Electronic Implied J-vear Express Information
Recipient | Address{es) | Exemption | Consent | When How Transition | Consent | When How Disclosed " m =
pgraded
N to Mow

Express CASL LInsubscribe
Caonsent | When Compliant | Reguest When Removed
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Data Management Systems

by Kim Arsenault, Inbox Marketer*

*included with permission from the author



Creating a CASL Compliant Database

Streamline your email programs

e Align the data teams
* Having multiple teams increases your risk of not being compliant

e Create a centralized communications database and/or a
centralized preference center

« Create a centralized unsubscribe policy & database

If companies don’t have the means to consolidate all their data across
the different lines of business, at minimum, a central unsubscribe

database is recommended.
34



Ask Yourself the Question...

Are we 1 company or are we acting as individual brands?

» Preference
Center

. 4

LINE OF
BUSINESS

LOB

LOB

LOB

vy by
N
[i [0



Email Newsletters

DAILY NEWSLETTERS

l The Daily Idea Bl Management Tip of the Day
Summaries of the best big ideas on @ Quick, practical management advice

HBR.org. View an example Daily Idea » from Harvard Business Review. View an

example Management Tip »

B The Shortlist (formerly Morning B Weekly Hotlist
Advantage) Our weekly update featuring the best
HER editors scan the web for the blog posts, videas, and podcasts from
stories we think are most worth your HBR.org

time. Delivered every Friday at 12PM
View an example Shortlist »

0z W HBR Monthly Update & Best of Trying to cut down on inbox clutter? Sign up far only the
= | the Magazine topics you want — we'll deliver you a handful of our very
- best blog posis bject, once a month.

We'll alert you to the best research,
ideas, and insights in each new issue of
Harvard Business Review, plus
showcase articles and posts exclusive

to HBR.org. B Leadership

B Strategy and Execution

B Technology and Innovation

Enter your personal information:

\ Email ‘ ’ Job Title -
‘ First Name ‘ ‘ Industry -
‘ Last Name ’ ’ Company Size -

36

Please note that this email newsletter subscription s separate from the HBR.org site registration process and you will need to create an account for use
on this email preference center regardiess of your status as an HBR.org registered user.

Source: Harvard Business Review



Regardless of the Solution...

... proper documentation will be required

Organizations should consider collecting the following:
 Level of Consent (Express vs. Implied)
 Date & time of the opt-in (for express)
 Date & time of the Existing Business Relationship (for implied)
 Source i.e. POS, web page, events, co-registration, list rental
« Why was email address collected? Newsletter? Promotions?
 |P address (nice to have, not a requirement)

* Also consider implementing a “stop send” mechanism to
track when implied consents expire and need to be
suppressed

« Data Best Practice: suppress records, don’t delete



Getting Express Consent from Existing
Contacts

 Any record where you have already obtained permission to send
email communications under PIPEDA will be grandfathered under
CASL. THIS IS GREAT NEWS!

 Transitional provision for Existing “Implied” Email Contacts —
If you have (or had) an existing business or non-business relationship
that already includes communication by commercial electronic
message, you will have 3 years to upgrade to Express

« Some companies however, will continue relying on implied consent

38



After CASL Comes into Force

... YOU CAN RELY ON IMPLIED CONSENT IF

« Existing business relationship arising from a purchase, lease,
contract, barter (see section 10 for full definition of EBR) then you
have 2 years from time of EBR to continue to send and upgrade
them to Express before you lose them

« Existing business relationship arising from a purchase that involves
an ongoing use or ongoing purchase under a subscription, you
have 2 years from when the relationship terminates to continue to
send and upgrade them to Express

« Existing business relationship arising from an inquiry, if no further
action is taken, you have 6 months to continue to send and 39
upgrade them to Express before you lose them



If You Choose to Upgrade to Express

 Upgrade message should identify value proposition of
your email program, give recipients a compelling reason
to confirm their express consent.

 Be very clear on what they will be agreeing to receive

» |f database is large enough, test different offers. Try an
Incentive to upgrade vs. non-incentive (i.e. contest)

 Encourage customers to visit a preference center to
update their email preferences.

40



Getting Express Consents from New
Contacts

Update your process(es) to be CASL compliant and all
contacts will be express!

« Update your forms (both online and offline)
« Create scripts for agents at call centers, in-store, events
* Visible signage for retail locations

Ensure clarity of language & branding so that customers are
well informed as to what they are agreeing to receive and the
purpose(s) for which their consent is being sought.

41



CEM Templates

by Robin Cassel, Senior Counsel, RBC*

*included with permission from the author



CEM Templates

Request for Consent (Express Consent)
CEM Footer

Unsubscribe Mechanism

Forward to a Friend

43



Request for Consent



Request for Consent

Information to include:

The purpose(s) for which the consent is being sought

Name of the requestor (legal name and the name by
which they carry on business)

Mailing address of the requestor

One of a telephone number (providing access to an
agent or a voice messaging system), email address or
web address of the requestor

A statement that indicates that the person whose
consent is sought can withdraw their consent




Request for Consent

 EXpress consent may not be bundled with terms and
conditions

e Opt-out consent is not valid

« EXpress consent cannot be obtained by sending an
electronic message to the recipient to request their
consent



Request for Consent Template

Qend me messages about ABC Company
ents, news, offers, surveys, promotions and
information about products and services.

| may withdraw my consent at any time by
unsubscribing to any such message.

ABC Company Inc., 100 Yonge Street, Suite 100,
Toronto, ON M2J 2J5 www.abccompany.com




Request for Consent Template

"0 Send me messages about ABC Company

events, news, offers, surveys, promotions and
information about products and services.

| may withdraw my consent at any time by
unsubscribing to any such message.

ABC Company Inc., 100 Yonge Street, Suite 100,
Toronto, ON M2J 2J5 www.abccompany.com




Request for Consent Template

Send me messages about ABC Company

events, news, offers, surveys, promotions and
information about products and services.

| may withdraw my consent at any time by
unsubscribing to any such message.

ABC Company Inc., 100 Yonge Street, Suite 100,
Toronto, ON M2J 2J5 www.abccompany.com




|

CASSELS BROCK REQUEST FOR CONSENT

LAWYERS

Dear Rohin Cassel,

electronic messages. To comply with this new law, Cassels Brock is required to obtain your consent in order to
continue to send you e-comrmunications from our firm. This may include newsletters, publications,
announcements, invitations and other news or information.

Please use the button below to confirm your consent to receive emails and other electronic exchanges, as
outlined above, from Cassels Brock.

es, | consen

If at any time you would like to withdraw your consent or update your profile and preferences, you can do so
by clicking here or by contacting us directly.

More information on Canada's new anti spam law can be obtained by visiting:
hitp: Awanie crtc . ge . cafengfarchives2012/2012-183 htm.

Please do not hesitate to contact us for more information.

Thank you for your attention to this matter.

Cassels Brock & Blackwell LLP FPhone: 416 869 5300 - Fax: 416 360 3877 -newsletters@casselsbrock.com
2100 Scotia Plaza, 490 King Street West, Toronto, Ontario, Canada MSH 3C2

(@ i{1KY::lelaid 2200 HSBC Building, 885 West Georgia Street, Vancouver, British Columbia, Canada VBC ZES

v casselsbrodc.com




CEM Footer



CEM Footer

Information to include:
o State why/how the recipient is receiving the message

 Sender by legal name and brand name (the name by
which sender carries on business)

 Sender mailing address and one of an email address,
web address or telephone number

e Unsubscribe mechanism

Other considerations:

 Links to sender’s online privacy policy and website legal
terms

« Trademark legend
« Copyright notice



CEM Footer

If it is not practicable to include both the contact
Information and the unsubscribe mechanism in a CEM,
the information may be posted on a page on the
World Wide Web that is readily accessible by the
recipient at no cost to them by means of a link that is
clearly and prominently set out in the message.



CEM Footer Template

You are receiving this email because [you previously agreed to receive
iInformation about the ABC Company ® rewards program and other
information that may interest youl.

To ensure you receive future emails from us, please add
abccompany@abc.com to your address book.

To unsubscribe from future email communication, please click here.

ABC Company Inc., 100 Yonge Street, Suite 100, Toronto, ON
www.abccompany.com

Legal Privacy
® Registered Trademark of ABC Company Inc.
© 2012 ABC Company Inc.




CEM Footer Template

You are receiving this em u previously agreed to receive
information about the(ABC Compz@ewards program and other
iInformation that may inte :

To ensure you receive future emalls from us, please add
abccompany@abc.com to your address book.

To unsubscribe from future email communication, plea

ABC Company Inc., 100 Yonge Street, Suite 100, Toronto, ON
www.abccompany.com

Legal Privacy
® Registered Trademark of ABC Company Inc.
© 2012 ABC Company Inc.
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Your security is important to us. For details, see our Privacy Policy.

You are recelving this email at robin.cassel@rbc.com because you have
subscribed to our email program or have purchased an irewards card in-
store. If you would like to update your email preferences, or unsubscribe,

please click here. Please allow up to 7 business days for your request to
be processed.

Please do not reply to this email. Questions or comments may be sent to
promotions@indigo.ca.
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Unsubscribe Mechanism
Must be respected within 10 business days of it being sent
by the recipient
Must be at no cost to the recipient

Must remain functional for 60 days after the message is sent

Must enable the person to whom the commercial electronic
message Is sent to indicate the wish to no longer receive
any commercial electronic messages, or any specified class
of such messages, from the person who sent the message



Unsubscribe Mechanism

If you no longer wish to receive commercial electronic email
messages from ABC Company Inc., click here.

If you no longer wish to receive email communication about
the ABC Company Rewards program, click here.




Unsubscribe Mechanism

Must be sent by using the same electronic means by which
the message was sent, or If not practicable, another
electronic method

and

specify an electronic address or link to a page on the World
Wide Web that can be accessed through a web browser, to
which the unsubscribe indication may be sent.
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like no other store in the world

UNSUBSCRIBE | BLOOMINGDALES.COM | PRIVACY POLICY
Don't miss a thing! Add bloomingdales@e.bloomingdales.com to your address book.

2014 Bloomingdale's. 1000 Third Avenue New York, NY 10022.

*Source: Marketing email from Bloomingdales
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Unsubscribe
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Change Of Email Address
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new eimail address will be added to our mailing list immediately so that you won't miss
any emails.

Change your email address to; |
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Forward to a Friend

 Describe the process to the individual who is
forwarding the message to their friend or family
member

* Advise the individual to only forward a message to a
bona fide friend or family member

o Offer to send a message on behalf of the individual

 Promise to use the friend’s information to deliver the
message on behalf of the individual and only use it
for other purposes with the consent of the friend



Forward to a Friend

 Replicate the process of one individual sending an
email to a friend or family member

« Draft the message in the first person voice

Example:
<First name of friend or family member>,

| think you would be interested in this
<product/service/website>. Hope you like it!

From, <name of person sending the message>



Forward to a Friend

 Allow the individual sending the email to
personalize the message by

» selecting between a few standard messages or
» Including a personal message in a text box

 Warn the individual not to include personal
iInformation in the message

e The wording on the “SUBMIT” button should reflect
the act that will occur

Send this Message to My Friend
Send My Message

Send Message Now



Forward to a Friend

o Use a “Captcha" or verification code

» to prevent automated systems from generating the
emails to large numbers of people

» to provide proof that an actual individual is providing
their friend’s name and email address



Forward to a Friend

« The message forwarded to the friend or family member
should advise how the message was sent

Example

This message was sent to you by your friend or
family member, <individual’s name>, from
<individual’s email address>. Your information will
not be retained or used for another purpose without
your consent.
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Forward to a Friend

Forward to a Friend
Send to more than one address by separating
addresses with commas.

Your friend's ermail address

Subject
E-“-.-‘: Happy Holidays from The Mational Ballet of Ca|

@af @ wour friend

~—

140 characters left

ur infarmation will not be saved ar
mmmd far-S iy other purpose,
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Computer Program Compliance
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LEGAL ADVISORS SINCE 1892

Computer Programs: CASL s. 8

A person must not, in the course of a commercial activity, install or
cause to be installed a computer program on any other person’s
computer system or, having so installed or caused to be installed a
computer program, cause an electronic message to be sent from that
computer system, unless

* (a) the person has obtained the express consent of the owner or an
authorized user of the computer system and complies with subsection
LB (5 ak

* (b) the person is acting in accordance with a court order
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The Prohibition - Purpose

e meant to reduce instances of malware and spyware ...
but goes beyond that
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LEGAL ADVISORS SINCE 1892

The Prohibition - Definitions
e Incorporates broad Criminal Code definitions:
e “computer program” = data representing instructions or

statements that, when executed in a computer system,
causes the computer system to perform a function

www.davis.ca | Vancouver | Toronto | Montréal | Calgary | Edmonton | Whitehorse | Yellowknife | Tokyo




DAVIS .-

LEGAL ADVISORS SINCE 1892

The Prohibition - Definitions

e “computer system” = a device that, or a group of
Interconnected or related devices one or more of which,
(a) contains computer programs or other data, and (b)
pursuant to computer programs, (i) performs logic and
control, and (i) may perform any other function
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The Prohibition - Definitions

 ‘“Install” iIs not defined

« |C: CASL applies to installing computer programs on
someone else’s computer system, not installations by
persons on their own computing devices
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LEGAL ADVISORS SINCE 1892

Consent

* requires express consent, not implied (requirements for
express consent as discussed previously)

e 2 possible levels of disclosure when getting consent
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LEGAL ADVISORS SINCE 1892

Consent - Basic Disclosure

« clearly and simply state the purpose for which consent
IS sought and prescribed information identifying the
person seeking consent (same as for CEMS)

« clearly and simply describe, in general terms, the
computer program’s function and purpose
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LEGAL ADVISORS SINCE 1892

Consent - Enhanced Disclosure

« if computer program performs certain functions, must clearly and
prominently, separately from the licence agreement:

» describe the program’s material elements that perform the
function, including the nature and purpose of those elements
and their reasonably foreseeable impact on the operation off the
computer system, and

* bring those elements to the person’s attention
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LEGAL ADVISORS SINCE 1892

Consent - Enhanced Disclosure - CRTC

* bring those elements to the person’s attention
separately from other information provided in request
for consent

« get written acknowledgement that the person
understands and agrees that the program performs the
specified functions
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LEGAL ADVISORS SINCE 1892

Consent - Enhanced Disclosure Triggers

e programs that the person seeking consent knows and intends will
cause the computer system to operate in a manner that is contrary
to the reasonable expectations of the owner or authorized user:

» collecting personal information stored on system
» interfering with control of the system

* changing or interfering with settings, preferences, etc., without
owner’s knowledge
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Consent - Enhanced Disclosure Triggers

* changing or interfering with stored data in a way that obstructs,
Interrupts or interferes with lawful access to or use of the data

e causing system to communicate with another system or device
without authorization

* installing a program that may be activated by a third party without
knowledge

e any other prescribed function
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LEGAL ADVISORS SINCE 1892

Withdrawal of Consent

* person who receives express consent for installation of an
“enhanced disclosure” program must:

» for 1 year after installation, ensure that the consenting person is
provided with an electronic address through which to request
program’s removal or disabling

« If consent based on inaccurate description program’s material
elements, on receipt of that request within the 1-year period
assist the person in removing or disabling the program as soon
as feasible, without cost to the person
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LEGAL ADVISORS SINCE 1892

Enhanced Disclosure Exemption

« enhanced disclosure requirements do not apply to
computer programs that performs any of those listed
functions if the function only collects, uses or
communicates “transmission data”
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LEGAL ADVISORS SINCE 1892

Transmission Data

* relates to the telecommunications functions of dialling, routing,
addressing or signalling;

* is transmitted to identify, activate or configure an apparatus or
device (including computer program), to establish or maintain a
communication, or is generated during the creation,
transmission or reception of a communication and identifies or
purports to identify the type, direction, date, time, duration, size,
origin, destination or termination of the communication; and

« does not reveal the substance, meaning or purpose of the
communication
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LEGAL ADVISORS SINCE 1892

Deemed Consent - CASL s. 10(8)

 deemed to have expressly consented to installation of
listed computer programs if person’s conduct is such
that it Is reasonable to believe that the person consents
to the installation

e cookies

e HTML code

e Java scripts

e operating systems
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Deemed Consent - CASL s. 10(8)

* |C regs allow telecom service providers to install
programs on customers’ computers / devices to:

e protect network security
e update / upgrade network

« prevent failure of computer system or program
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LEGAL ADVISORS SINCE 1892

Telecom Service Providers

* telecom service provider = a person who,
Independently or as part of a group or association,
provides telecommunications services

 telecom service = a service, or a feature of a service,
that is provided by means of telecom facilities

« telecom facilities = any facility, apparatus or other thing
that is used for telecommunications or for any operation
directly connected with telecommunications

91
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LEGAL ADVISORS SINCE 1892

Cookie Conundrum?

e 10(8) specifically mentions cookies In list of “deemed
consent” computer programs -- so are they “computer
programs” and subject to CASL?

e IC: cookies are not programs -- they are not executable,
cannot carry viruses and cannot install malware

« CRTC: cookies are programs but are not “installed” and
so not subject to CASL prohibition
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LEGAL ADVISORS SINCE 1892

IP Addresses

« cannot send CEMSs to “electronic address”

 |C: IP address is not “electronic address” because not
linked to identifiable person or account (and so banner
advertising not subject to CASL)

e CRTC: IP address may be “electronic address”, at least
IN some situations
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Updates / Upgrades

* no consent required for update/upgrade If:

e express consent to the installation and use of original
program

e person who gave consent is entitled to receive the
update/upgrade under the terms of the express
consent

* the update/upgrade is installed in accordance with
those terms
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Computer Programs - Timing

o effective: January 15, 2015

e transition: if program already installed, consent to
update / upgrade implied until earlier of:

e consent withdrawn

e January 15, 2018 (3 years after s. 8 in force)

e ISsue = program rules require express not implied
consent
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Altering Transmission Data - CASL s. 7

e altering or causing to be altered the transmission data in
an EM so it's delivered to a destination other than or in
addition to that specified by sender
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Phishing

&

From: CIBC Online Banking [mailto:alert@cibc.com]
Date: July-20-13 11:36 AM
Subject: Access Card Blocked

Your Online Banking is Blocked

Because of unusual number of invalid login attempts on your account, we had to believe that,
their might be some security problem on your account.

S0 we have decided to put an extra verification process to ensure your identity and your account security.
Please click on continue to the verification process and ensure your account security.

It is all about your security.

Thank you.

CIBC

Continue To Online Banking
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Man in the Middle Attack
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Woman in the Middle Attack
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Exceptions

e not in the course of commercial activity
e court order

ISP

* express consent

100
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Express Consent

e same express requirement rules as discussed above

e If you have express consent:

* must also provide an electronic address to which person
may send notice of withdrawal of consent

« give effect within 10 business days

101
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—m_,

Harvesting

« CASL amends PIPEDA to prohibit address harvesting

e cannot collect individual’s electronic address with a
computer program designed primarily for generating or
searching for, and collecting, electronic addresses

e cannot use an individual’'s electronic address collected
by such a program

102
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Harvesting - PIPEDA Amendments

e cannot collect personal information through any means
of telecommunication by accessing a computer system
In contravention of an Act of Parliament

e cannot use personal information collected that way

103
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Third Party Contracts
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Third Party Contracts

« Consider what contracts your organization has which
may involve a third party sending CEMS on your orgn’s
behalf, or which involve lists of contact names/email
addresses being provided to your orgn for marketing
purposes.

« Make a list of these contracts!

105
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Examples of Contracts or Arrangements

e suppliers of referral/contact lists to your orgn

« sales agents/distributors

e advertising agencies/online marketing services
e social media management

e public relations/media management

e Investor relations services

e proxy solicitation firms

106
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Examples of Contracts or Arrangements

e publicists/lobbyists
 mortgage brokers/venture capital services
e stock promoters

e computer software installation
e software support service

107
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Third Party Contracts

e review contracts on the list to determine:

« extent to which they may involve third parties sending
CEMs on behalf of your orgn

« extent to which they may involve your organization using
email addresses for sending CEMs

« consider the existing wording of these contracts

108
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Contractual Provisions

 Referral/contact lists - contract should provide that
supplier of list represents and warrants that the list will
be maintained in relation to CASL obligations and list
will indicate status of names on list for sending CEMS
(e.g. individuals who requested estimate, implied
consent to use b/c published address/didn’t say
no/relevant to business)

109
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Contractual Provisions

 Referral/contact lists - contract should contain
agreement that your org’n may identify supplier of list as
referral source (i.e. for purposes of “first CEM after
referral” exception)

 Referral/contact lists - may want to have supplier of
list agree that your org’n will be notified if supplier cited
by CRTC for violation of CASL

110
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Contractual Provisions

« Contracts where CEMs sent by third party on behalf
of your orgn:

e even if general “compliance with all applicable laws”
clause, useful to have agreement to comply with all
applicable CASL requirements

» service provider should agree that your org’n will be
notified if supplier cited by CRTC for violation of CASL

e your org’n indemnified for any costs/damages arising from
service provider’s breach of CASL

111
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Sample Contract Language:

e Service provider should agree that your organization
will be notified on a regular basis of any “unsubscribe”
requests (even if it is the service provider who will be
processing and implementing the unsubscribe request
on your behalf)

e Service provider should agree to maintain records of
CASL compliance and that your organization may
Inspect and audit service provider’'s compliance with
CASL

112
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Sample CASL Audit Language:

« “We may inspect and audit your compliance with CASL from
time to time as we see fit. You agree to maintain detailed and
up to date records illustrating your compliance with CASL and to
cooperate fully and make available to us any records,
iInformation or staff assistance required to conduct such
audits. You agree to preserve your CASL compliance records
for five years following the end of each year. We may utilize our
employees, authorized representatives, independent auditors or
regulators to the extent reasonably necessary to verify your
compliance with CASL and we may take copies of your records
where necessary for our audit purposes.”

113
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CASL Compliance Policies

by David Young, David Young Law*

*included with permission from the author



CASL Compliance Policies

 Two types of policies:
e Outward-looking policies

* Inward-looking policies
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Purpose and Functions of Inward-Looking
Policy

Provides evidence of the organization’s CASL-readiness and
compliance

Constitutes a statement of policy regarding CASL compliance

Provides a framework for and summary description of the
organization’s CASL compliance program — key document in
organization’s CASL Compliance Manual

Serves as a key guideline and reference for staff training and
ongoing compliance activity

Needs to have a tone that reflects a balance between detail and
overview/principles with sufficient substantive information so that
the reader understands the top-line CASL compliance elements
and also is pointed to the operational procedures

Should be able to be made available publicly, as required
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Privacy Policies vs. CASL Compliance Policies

* Privacy policy generally represents a high level
statement of principles (e.g. consent, security, access)

« CASL compliance policy is more micro-oriented toward
procedures for compliance (e.g. CEM content, requests
for consent)

 However both have common elements (e.g.
accountability, statement of principles, training) and
represent an overview compliance document

« Both types of policies serve as evidence of and a
framework for the organization’s compliance
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Outline of Policy

e Introduction

 Relevant definitions (e.g. commercial electronic message)
 Applicable legislation (e.g. CASL; PIPEDA)
 Organization’s CASL compliance framework
 Principles

 Accountability

« Database management

« Consent policy/procedures

« CEM content requirements

«  Third party contract requirements
 Training/education

Monitoring/audit/due diligence

e  Continual improvement

«  Enforcement 118



. CASL Compliance Framework

Description of the organization’s CASL compliance
program:

« Accountability/responsibility

« CASL Policy

* Procedures

 Templates

Systems (including IS/database management)
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2.

Principles

Compliance with applicable law and the organization’s best
practices (as outlined in the Policy) and its CASL Compliance
Manual

Accountability and responsibility for compliance

Approach to consent (e.g. express consent; reliance on
exceptions/implied consents)

Statement of database management strategy, functionalities, rules
Commitment regarding no deceptive content in CEMs

Statement of third party contracting rules

Commitment to training and education

Requirement for monitoring and audit

Commitment to continual improvement
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Accountability/Responsibilities

Provides description of the organization’s accountability and responsibility
structure

Describes business-area compliance responsibilities
|dentifies key compliance positions:

CCO/CPO/CMO
Business area leads
Marketing

IS

Communications
Privacy officer

Legal counsel

Establishes a CASL Compliance Steering Committee
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4. Database Management

Sets out the basic principles adopted by the organization (e.g. centralized
vs. distributed databases; specialized functionalities)

» Description of initial inventory/database development

 Description (summary) of categories of information and CASL compliance
criteria (e.g. consent status; exceptions status; unsubscribe
status/specifics) for all contacts

»  Specifications regarding data/document support for compliance
 Reference to applicable procedures

o  Set out policy/rules for maintaining, updating and evergreening CEM
contact database, consent status

«  Statement of records retention principles including retention/deletion rules
for contacts/prospects categories, for both internal records and vendor
records (including contract provisions)
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S.

Consent Policy/Procedures

Statement of the organization’s policy/strategy/objectives with
regards to consent, for example, options:
» oObtain express consent wherever possible;

* rely on implied consent categories, as applicable, and exceptions,
obtaining express consent only as required,

» utilize transition period to capture consent for all contacts and purge
those where no consent obtained unless exception/implied category

applies)
* rely on existing consent/exception status and upgrade when terminates

Description (summary) of elements of consent request procedure,
with reference to detailed procedure and template information

Description of policy/approach to grandfathered consents
(summary description of requirements/acceptable forms)

Statement of policy/approach to permanence/evergreening/renewal
of express consents 123



6. CEM Content Requirements

o Statement of minimum CEM content information
Including contact information, unsubscribe, other
iInformation (e.g. link to privacy policy)

 Reference to detailed procedures and templates (may
be business area-specific)

« Commitment to ensure no deceptive content, including
In subject line

 Reference to non-CASL legal requirements (e.g.
Intellectual property notations; disclaimers)
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7.

Third Party Contracts

Description of procedures and (in summary form) required contract

provisions, by category, for third party contracts
Reference to contract template clauses
Addresses requirements for contracts with:

Suppliers (IT and other)

List rental providers

Agents/lead generators
Marketing partners
Marketing/social media agencies
Email marketers

Database managers
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8.

Training/Education

Statement of the organization’s commitment to initial
and ongoing training/education of staff

Sets out in summary form the basic elements (initial
staff training sessions; regular, e.g. annual, refresher
sessions)

Reference to organization’s CASL Compliance Manual
as key tool
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9

. Monitoring/Audit/Due Diligence

Statement of the organization’s commitment to regular
monitoring and audit of its CASL compliance program

Description (summary) of tools (e.g. survey
guestionnaire; in-person interviews; report template)

Description of responsibilities for conducting (e.qg.
CO/CPO/CMO; Internal audit; external auditor)

Statement of objectives: ongoing CASL compliance,
due diligence, continual improvement
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Template for CASL Compliance Audit — By Business Area/Brand

Message
category

Consent/
exemption

(specify)

Authority
(Act, ss.)

Process
(use/
application)

Documents
(provide
copies)

Content (Y/N)
()Identity
/contact
(iijunsubscribe
(iif)consent
request

Assess for
no
deceptive
content

(Y/N)

Unsubscribe
procedure
compliant (Y/N)

Compliance
status (Y/N)

Request for
consent

Response to
inquiry

Newsletter

Promotional
message

Referral

Invoice

Service
message

Contract-
related

Product
delivery
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10. Continual Improvement

e States organization’s commitment to continual
Improvement of its CASL compliance program

Wil be informed by results of ongoing
monitoring/regular audits, staff suggestions/concerns,
Innovations/developments in marketing and
communications strategies, developments/new
guidance information in legal compliance
requirements/applicable law

Wil also be informed by collaboration among
stakeholders (staff, marketing partners, service
providers) to detect issues, ensure compliance

 Will be reflected in adjustments as required to the Poli%
and procedures and the CASL Compliance Manual



11. Enforcement

« Description of approach to and expectations of staff
regarding compliance with CASL compliance program

« Description of potential disciplinary measures for non-
compliance

e Provision for communication of staff
concerns/complaints
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